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Security
that’s built in

Defense in depth 
by default and at 
scale
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Data Protection
Challenges

Key concerns when it comes to sensitive data
● How do I protect sensitive data or my IP?

● How do I stay compliant with data
protection regulations?

● How do I collaborate with other companies processing their 
sensitive data?

● How do I protect my clients’ and users’ data?



When Data Leaves your 
system

When Users come to your 
system for Data

Tools

Researchers

Org1

Data

Tools

Researchers

Org2

Varying security, auditability, least control

Tools Tools Tools

Researcher Identity

ResearchersResearchers

Data

Researcher Authentication

Org1 Org2

Consistent experience, shared tools , security, 
auditability and control



Identify sensitive or PII 
Data

Is there a real need to 
share sensitive 

information

Can we get things done 
by using anonymised 

data instead - 
re-identification risks

Who is the custodian of 
the data and what Data 
Governance needs to 

go in place

Who needs to access 
the data and for how 
long, who should not 

have access

Is there a need to have 
data exfiltration 

controls

| Data 
| People 
| Projects 
| Outputs 
| Setting 
| Computing*

What Data is being 
extracted out of the 

system
Ethical Principles

Complying with Law, 
transparency and 

auditability

Ref: https://www.hdruk.ac.uk/access-to-health-data/trusted-research-environments/
        https://ukdataservice.ac.uk/help/secure-lab/what-is-the-five-safes-framework/

Security

Secure Data environment - Things to consider

Safe

https://www.hdruk.ac.uk/access-to-health-data/trusted-research-environments/
https://ukdataservice.ac.uk/help/secure-lab/what-is-the-five-safes-framework/


Need vs Acceptable Complexity vs Cost 

Simple Data 
Sharing Collaboration

Tools

Data 
Governance Air Gapped 

Environment

HPC

Cost 
sharing

Compliance / 
certification

Granular 
access 
control
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Use cases we see for SDEs / TREs

● Government National Health Initiatives requiring SDE / TRE service on Google Cloud. 

● Bio-Bank initiatives requiring secure access to genetic data to researchers

● Pharma looking for SDE / TRE services for their external collaboration with Academia.

● Research organisations hosting sensitive data for cross academia, industry, research 

collaboration projects.
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https://isb-cgc.appspot.com/

National Cancer Institute

ISB Cancer Genomics Cloud

https://github.com/isb-cgc/

Industry: Healthcare & Life Sciences
Country: United States

Example:  Cancer Gateway data on GCP

All Ref to: ISB-CGC - Cancer Gateway in the Cloud

https://isb-cgc.appspot.com/
https://github.com/isb-cgc/
https://github.com/isb-cgc/


Data
● Upload your data to 

cloud
● Access 15+ data 

types from 25 
projects

● Integrated image 
viewers

Tools
● Choice of workflow 

technology
● Web-based tools
● Google BigQuery
● Fully customizable 

Google VMs

Analysis
● Interactive notebooks 

from Jupyter Lab, 
R-Studio, or Google 
Colab

● Pre-designed bio-stats 
notebooks

● Plot-based visual analysis 

Results
● Export charts from 

notebooks for 
publication

More information at: https://isb-cgc.appspot.com/

ISB-CGC: Gateway to cancer 
research in Google cloud
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Industry: Healthcare & Life Sciences
Country: Nordics

National Health Organisation 
Patient Genomics and Health 
Data

Air gapped environment for National population health data comprising of both Genetic 
data and patient health information

Ability to run large scale Genomic pipelines

Access to bioinformatic tools through a Vdi solution

Data governance and approval workflows for extracting summary data

Access to pharmaceutical industry partners

Exfiltration controls using perimeter security

National Health Data - SDE / TRE for 500K Genetic and phenotype 
data

“

Existing SDE / TRE on GCP  

(GWAS)
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Industry: Healthcare & Life Sciences
Country: United Kingdom

UK Consortium of 
Research & Universities 
with Pharma partners

Jointly analyse genetic data and electronic health record data inside a certified 
SDE / TRE on Google Cloud

Workspaces for different groups of scientists working on sensitive data

Ability to share data between workspaces by researchers when needed

Access to bioinformatic tools through a virtual desktop solution

ABility for researchers to run High performance computing workloads within their 
workspace

IGV Browser support for analysing genetic variants

Exfiltration controls using perimeter security

Project SDE / TRE hosting 50,000 patient cohort data to 
investigate genetic contribution to diseases.

“

Existing SDE / TRE on GCP
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Industry: Healthcare & Life Sciences
Country: EMEA

Big Pharma - Europe

SDE / TRE to support ingestion of biomedical and radiology images along with 
phenotype information in FHIR format.

Ability to natively store DICOM and FHIR standard data.

Data harmonization workflows with PII data scans and redaction. 

Support for DICOM viewer and annotation tools for Researchers using the SDE / TRE

Support for Workspaces for different pools of researchers and clinical teams

Ability to collaborate and securely share data in SDE / TRE with external collaborators

SDE / TRE for biomedical Images and FHIR 

Existing SDE / TRE on GCP

Open Health 
Imaging Foundation



Choosing your approach

Build Your own 
SDE/TRE Platform 
or blueprint 
solutions on GCP

Partner / ISV offered 
SDE/TRE 

Technical 
Expertise

High

Resourcing High

Customize to 
Needs

High

Time to Market Slow

Licensing costs None

Technical 
Expertise

Low

Resourcing Low

Customize to 
Needs 

Low

Time to market Quick

Licensing costs High
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Building blocks of Secure Data Environment (SDE / TRE)

Data Collection 
and Storage

Data  
Foundations

Data Sharing or 
Research Boundary



Research Platform  - SDE / TRE

RWI Study Enrollment & 
participation

Bio-banks or sequencing 
partner

NHS & Hospital Trusts

Researcher Authorization

Clinical Studies

Researcher ID verification

De-identified/tokenized Data ready for 
researchers

Study 1 Study 2 ...

Next Generation Sequencing 
Secondary & Tertiary Analysis

De - Identification, Data 
Governance, security

Data Harmonization

Research Boundary

Data  Foundations

Secure Data Environment (SDE / TRE)

Data  Collection

Curated 
data

https://raw.githubusercontent.com/GoogleCloudPlatform/healthcare-federated-access-services/master/assets/diagrams/passports_flow.svg


1 2
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GCP Building Blocks

20

Services to handle and protect sensitive data
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Sensitive Data Protection
Discover-Govern-Protect-Report



Sensitive Data 
Protection
Sensitive Data Protection provides resources to 

help you discover, govern, protect, and report on 

sensitive data across your ecosystem.

Low Operational Overhead



Discover your sensitive data
Sensitive Data Discovery, a service that 
continuously profiles your sensitive data so that 
you can understand and protect it.

Protect data by de-identifying it
De-identification is the process of removing identifying 
information from data. Sensitive Data Protection can 
de-identify sensitive data in text content, including text 
stored in container structures such as tables.

Risk Analysis

Assess data for privacy and re-identification risk.

Risk analyses can help you see how the size, shape, 
and distribution of data can increase re-identification 
risk.



Running Discovery scans for sensitive data



Scan documents

Cloud 
Storage
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Data Loss Prevention
Identifying, redacting and cataloging sensitive PII



Data Loss Prevention (DLP) API

Cloud DLP provides access 
to a powerful sensitive data 
inspection, classification, 
and de-identification 
platform.



De-ID: Masking and Tokenization

Output → “This is my phone number: (858)XXX-XXXX”

Output → “This is my phone number: ga+32mx32s2as8cw38AEfknsFthc”

Partial Masking

Hashing or Tokenizing

Format Preserving Encryption or Tokenization

Input → “This is my phone number: (858)867-5309”

Output → “This is my phone number: (431)582-6528”



De-ID Healthcare data



De Identification for images

The first image shows an x-ray image with sample PII and PHI data appearing in both metadata and burned-in text.



The second image shows the same x-ray image with all sample PII and PHI metadata removed or obscured.

De Identification for images
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Data Fusion - De Identification - ETL Pipelines

Source

Transformation

PII Data Redaction

Target

Cloud Data Fusion is a 
fully managed, code-free 
data integration service that 
helps efficiently build and 
manage ETL/ELT data 
pipelines.



Data Fusion - Source to Target

MaskingHashing or Tokenizing



1. Auto-syncs ‘technical metadata’ 
from GCP data assets in near real-time

2. Auto-tags PII data through DLP 
integration

3. Supports non-GCP data assets through 
open-source connectors

Data Catalog

BigQuery

Pub/Sub

Cloud 
Storage

DLP

Other Data Assets

Hive, Oracle, SQL Server, 
Teradata, Redshift, MySQL, 
PostgreSQL, Looker, Tableau

 Auto Tag sensitive data - Dataplex - Data Catalog



PII

IncidentType ReporterPhone Position

Mooring 510-45-6789 40.44N, 73.59W

CocInspection 405-94-7201 37.46N, 122.25W

IncidentId

234698

089145

Manifest

$10,000

$25,000,000

PhoneNum Location $Amount

Data Catalog

Responder Auditor

Financials

BigQuery

Govern sensitive data by data classes end-to-end 
BigQuery - Using Metadata tags to restrict access
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Analytics Hub
Data Clean Rooms 

Privacy-centric data sharing and analysis
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The Evolution of Data Sharing

A secure, read-only, real 
time view of data in one 

application from another, 
without moving the data 

between systems.

Pointer

Data is pushed to another 
application or temp location 
on a periodic or event based 
cadence, without the other 

application requesting it. 

Push

Data is pulled from another 
application’s on a periodic or 

event-based cadence.

Pull

Traditional Model Next Gen Model

Data is copied, adding network and storage costs
Asynchronous feeds: Incremental data is complex

Set-up and governance is shared and can be fragile
No visibility of data usage once shared

Data remains in place, reducing costs
Updates are available in realtime

User friendly Publish/Subscribe model
Usage Metrics automatically available
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Simple, secure, 
zero-copy data 
and analytics 
assets sharing 

via BigQuery 

Analytics Hub
250+ data providers | 2,900+ 

listings | Over 350Pb Shared p/w

Analytics Hub 
Ecosystem
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ISV / Data Provider EnvironmentISV / Data Provider Environment

BigQuery

Data Sharing Architecture

Shared Datasets are collections of 
tables and views defined by the 
Data Provider and are the unit of 
cross- project / cross-org sharing. 

Source 
Datasets

Shared 
Datasets

Exchanges are collections of Shared 
Dataset Listings. Exchange visibility 
can be Private, Public, Internal, or 
Restricted. Permissions are set by the 
Exchange Admin.

Data Subscriber Environment

BigQuery

Users

Data Subscribers get an opaque, 
read-only Linked Dataset inside 
their project that they can query 
and combine with their own 
datasets.

Search

Subscribe

Data Subscribers can 
search across Exchanges 
and Subscribe to Dataset 
Listings that they are 
authorized to.

Providers pay for storage No cost for Exchanges & Listings Subscribers pay for queries

Exchange

Dataset 
Listings

Analytics Hub

Public Exchange

Private Exchange

Publish

Publish

Public 
Listings

Private 
Listings

Dataset 
Listings

Linked 
Datasets

Query Join

Other 
Datasets

Publish
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End User (Researcher) Searches and requests access to subscribe to the data.
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Building on BigQuery

High-available 
cluster compute

Replicated, durable 
distributed storage Petabit network

Distributed memory shuffle tier

Decoupled storage and compute for maximum flexibility 

BigQuery sees more than 6000+ organizations sharing over 275+ PB’s of data per week.

SQL API

REST API

Storage API

Web UI, CLI

Libraries (7 
languages)

Streaming 
ingest

Free bulk
 loading



A data clean room is a secure collaboration 
environment which allows two or more 
participants to leverage data assets for 

specific, mutually agreed upon uses, while 
guaranteeing the enforcement of strict data 

access limitations, e.g., not revealing or 
exposing the personal data of their 

customers to other parties.

Jeffrey Bustos
VP. Measurement, Addressability & Data Center at IAB

Source:  iab, April 2023

https://www.iab.com/blog/how-retailers-are-using-data-clean-rooms/
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BigQuery - Data clean rooms
Combine, analyze, and securely share sensitive data in a privacy-centric way.

• Create a low-trust environment 
for you and your partners to 
collaborate without copying or 
moving the underlying data.

• Perform privacy-enhancing 
transformations in BigQuery 
SQL interfaces.

• Monitor usage to detect privacy 
threats on shared data.

Your data

Data from 
contributor B

BigQuery data clean room

Aggregated data for 
analytics & reporting

Combine & join without copying 
or moving the underlying data

Data from 
contributor A



Data Clean Room - Walkthrough



Create data clean room



Set clean room permissions



Clean room created



First time view - Add your data



Published listings in a clean room
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Blue prints
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Secure Notebook and 
Perimeter controls
Blueprint



Protecting confidential data in Vertex AI Workbench 
user-managed notebooks

GitHub repository

The architecture also creates security 
controls that help you to do the following:

● Mitigate the risk of data exfiltration 
to a device that is used by data 
scientists in your enterprise.

● Protect your notebooks instances 
from external network traffic.

● Limit access to the VM that hosts 
the notebook instances.

https://github.com/GoogleCloudPlatform/notebooks-blueprint-security
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Secure Data Warehouse
Blueprint



If your Project includes confidential data, 
you must take measures to preserve the 
security, confidentiality, integrity, and 
availability of the business data while it is 
stored, while it is in transit, or while it is 
being analyzed. 

The blueprint helps

Secure Data Warehouse

● Configure controls that help secure access to 
confidential data.

● Configure controls that help secure the data 
pipeline.

● Configure an appropriate separation of duties for 
different personas.

● Set up templates to find and de-identify 
confidential data.

● Set up appropriate security controls and logging to 
help protect confidential data.

● Use data classification and policy tags to restrict 
access to specific columns in the data warehouse.



Secure Data Warehouse Blueprint



Data Ingestion Project

Non-confidential Data Project

Confidential Data Project

Data Governance Project

1

2

3

4

Vertex 
AI



Google Cloud Proprietary & Confidential    57

RAD Lab
Deploying Secure Data Warehouse Solution
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Researchers, analysts, and 
other professionals select a  
customized cloud 
environment for their work 
and deploy with a few 
clicks

Cloud admins configure 
RAD Lab UI for their 
organization to enable 
self-service cloud 
deploys



UI



RAD Lab UI - self service model for  researchers 

Click to 
deploy



Admin - Monitor and Delete deployments
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Secure data warehouse

Quick deploy using RAD Lab 
as a self serve module

https://github.com/GoogleCloudPlatform/rad-lab

https://ssh.cloud.google.com/cloudshell/editor?cloudshell_git_repo=https://github.com/GoogleCloudPlatform/rad-lab&cloudshell_git_branch=main
https://github.com/GoogleCloudPlatform/rad-lab
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Thank you.


