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& Google Cloud

A Global High-performance
infrastructure for cloud
computing, data analytics &
machine learning.
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Defense in depth
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Key concerns when it comes to sensitive data

Data Protection . How do | protect sensitive data or my IP?
Cha"enges . How do | stay compliant with data

protection regulations?

. How do | collaborate with other companies processing their
sensitive data?

. How do | protect my clients’ and users’ data?

Google Cloud



When Data Leaves your When Users come to your
system system for Data

l Data Researcher Authentication

Researcher Identity

Org1 Orgq2
. Tools ' Tools
Researchers Researchers 0//9 1 0"92
- N J

_ _ s Consistent experience, shared tools, security,
Varying security, auditability, least control

auditability and control




Secure Data environment - Things to consider

| Data
—~ | People
=2 | Projects
Safe | Outputs
| Setting
| Computing*

Data

Who is the custodian of
the data and what Data
Governance needs to
go in place

What Data is being
extracted out of the
system

Is there a real need to
share sensitive
information

Who needs to access

the data and for how

long, who should not
have access

Can we get things done
by using anonymised
data instead -
re-identification risks

Is there a need to have
data exfiltration
controls

Complying with Law,
transparency and
auditability

Ref: https://www.hdruk.ac.uk/access-to-health-data/trusted-research-environments/
https://ukdataservice.ac.uk/help/secure-lab/what-is-the-five-safes-framework/



https://www.hdruk.ac.uk/access-to-health-data/trusted-research-environments/
https://ukdataservice.ac.uk/help/secure-lab/what-is-the-five-safes-framework/

Need vs Acceptable Complexity vs Cost

Simple Data
Sharing

Data
Governance

Collaboration
Tools

Granular
access
control
®
HPC °
¢ Cost
sharing
Air Gapped

Environment

Compliance /
certification



Use cases we see for SDEs / TREs

e Government National Health Initiatives requiring SDE / TRE service on Google Cloud.
e Bio-Bank initiatives requiring secure access to genetic data to researchers

e Pharma looking for SDE / TRE services for their external collaboration with Academia.
e Research organisations hosting sensitive data for cross academia, industry, research

collaboration projects.



xample: Cancer Gateway data on GCP

o °
ationa ancer Institute [ e ———

C ISB

*signin

'YOUR FEEDBACK IS IMPORTANT TO US PLEASE TAKE A SURVEY.

A RESOURCE OF THE NCI CANCER RESEARCH DATA COMMONS

ISB-CGC

Cancer Gateway in the Cloud
Access, Explore and Analyze Large-Scale Cancer Data Through the Google Cloud

ISB Cancer Genomics Clou

Data Browsers

BigQuery Table Search Cancer Data File Chromosomal
ser

@ Brow:

Fusions DB

g

Aberrations & Gene

=

Browse BigQuery tables of metadata and

xplore a comprehensive selection of

Browse the Mitelman Database of

&
molecular cancer data from the Genomic cancer related data fle
my h

s in Google Cloud Chromosome Aberrations and Gene

Fusions in Cancer which relates

. . Data Commons and . Jump. , such as q 8
. directi P di an thole hanges, il
Industry: Healthcare & Life Sciences e e 3
. ¢ Iy ¢ A ¢ <)
Country: United States
s

Cohort Builder / Data - elines and APIs Notebooks Controlled Access
Explorer 280 {:}O Data Q

Learn more about how to access and
analyze cancer data through
|

A web interface to build cohorts based on
linical demographics and molecular
filters. Compare with
various exploration tools including IGV
Viewer, image viewers, and analytical
visualization.

https://github.com/isb-cgc/

Google Cloud virtual machines and APls.

https://isb-cgc.appspot.com/

Learn Launch Leam Launch

A collection of notebooks written in R and
Python, to serve as both tutorials or
analysis tools for a range of users;
includes reproductions of Regulome
Explorer functionaliy.

Sign in to access controlled-access data
on the Google Cloud. Authenticated users
with proper dbGaP authorization only.

Sutistical  Community GitHub Leam Launch

ISB-CGC is a component of the NCI Cancer Research Data Commons and has been funded in whole or in part with Federal funds from the National Cancer Institute, National Institutes of Health,

Department of Health and Human Services, under Contract No. and

ontract No.

All Ref to: ISB-CGC -

Cancer Gateway in the Cloud

Google Cloud


https://isb-cgc.appspot.com/
https://github.com/isb-cgc/
https://github.com/isb-cgc/

ISB-CGC: Gateway to cancer
research in Google cloud

Data Tools Analysis Results

e Upload your data to e Choice of workflow e Interactive notebooks e Export charts from
cloud technology from Jupyter Lab, notebooks for

e Access 15+ data e Web-based tools Ej;l;d'o’ or Google publication
t f 25 .
pﬁg?esctgom e Google BigQuery e Pre-designed bio-stats
Intearated | e Fully customizable notebooks ,

e Integrated image Google VMs e Plot-based visual analysis

viewers

More information at: https://isb-cgc.appspot.com/




Existing SDE / TRE on GCP

. — National Health Data - SDE / TRE for 500K Genetic and phenot
National Health Organisation aronatreattn bate or S ClE T

data
Patient Genomics and Health Air gapped environment for National population health data comprising of both Genetic
Data data and patient health information

Ability to run large scale Genomic pipelines
Access to bioinformatic tools through a Vdi solution
Industry: Healthcare & Life Sciences Data governance and approval workflows for extracting summary data

Country: Nordics Access to pharmaceutical industry partners

Exfiltration controls using perimeter security

| —
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Existing SDE / TRE on GCP

Project SDE / TRE hosting 50,000 patient cohort data to
investigate genetic contribution to diseases.

UK Consortium of
Research & Universities Jointly analyse genetic data and electronic health record data inside a certified

with Pharma partners SDE / TRE on Google Cloud
Workspaces for different groups of scientists working on sensitive data

Ability to share data between workspaces by researchers when needed
Industry: Healthcare & Life Sciences Access to bioinformatic tools through a virtual desktop solution

Country: United Kingdom
ABility for researchers to run High performance computing workloads within their

workspace
IGV Browser support for analysing genetic variants

Exfiltration controls using perimeter security

éé
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Existing SDE / TRE on GCP

Big Pharma - Europe

Industry: Healthcare & Life Sciences
Country: EMEA

4

@z Open Health
‘ PVIPIA’ Imaging Foundation
N

3DSlicer

SDE / TRE for biomedical Images and FHIR

SDE / TRE to support ingestion of biomedical and radiology images along with
phenotype information in FHIR format.

Ability to natively store DICOM and FHIR standard data.

Data harmonization workflows with PIl data scans and redaction.

Support for DICOM viewer and annotation tools for Researchers using the SDE / TRE
Support for Workspaces for different pools of researchers and clinical teams

Ability to collaborate and securely share data in SDE / TRE with external collaborators



Choosing your approach

Technical High
Expertise

Resourcing High
Customize to High
Needs

Time to Market Slow
Licensing costs None

Build Your own
SDE/TRE Platform Partner / ISV offered

or blueprint SDE/TRE
solutions on GCP

A
Google Cloud

Technical Low
Expertise

Resourcing Low
Customize to Low
Needs

Time to market Quick
Licensing costs High

Google Cloud




Building blocks of Secure Data Environment (SDE / TRE)

Data Collection Data Data Sharing or
and Storage Foundations Research Boundary

Google Cloud



Secure Data Environment (SDE / TRE)

[ Researcher Authorization ] <j:>[ Researcher ID verification ] 8

i

Y Research Platform - SDE / TRE

Data Collection

s oo [
T y

De-identified/tokenized Data ready for
researchers

Research Boundary

RWI Study Enroliment &
participation

Curated
data

Data Harmonization

Next Generation Sequencing
Secondary & Tertiary Analysis

De - Identification, Data

Clinical Studies

Bio-banks or sequencing

t )
partner Data Foundations

NHS & Hospital Trusts

Governance, security



https://raw.githubusercontent.com/GoogleCloudPlatform/healthcare-federated-access-services/master/assets/diagrams/passports_flow.svg

GCP Building Blocks Blue prints

Services to handle and protect sensitive data - @rre--rnnus

Logical Architecture for Quantitative Research using
Cloud HPC

On-Prem

(el
-
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GCP Building Blocks

Services to handle and protect sensitive data

Google Cloud Proprietary & Confidential 20



Sensitive Data Protection

Discover-Govern-Protect-Report

Google Cloud

Proprietary & Confidentia 21



Sensitive Data Protection

OVERVIEW DISCOVERY INSPECTION RISK ANALYSIS CONFIGURATION SUBSCRIPTIONS

SenS|t|Ve Data Sensitive Data Protection

Sensitive Data Protection provides resources to help you discover, govern,
protect, and report on sensitive data across your ecosystem.

Protection

Learn about your data Service Purpose
Find, classify, and understand the risks to your & 5 — i ifisail i g v
.. . . sensitive data in Google Cloud and beyond. " iscovery et continuous visibility into all your sensitive data.
Sensitive Data Protection provides resources to
H Q Deep inspection Inspect your data in storage systems exhaustivelyand [F] v
help you discover, govern, protect, and report on e Insegenctiiide bl e
sensitive data across your ecosystem.
@ Risk analysis Assess data for privacy and re-identification risk. E v
Protect your data Service Purpose
Prevent and remediate attacks on your sensitive
dsta m Content de-identification Transform and derisk sensitive data findings. E| v
Data de-identification at De-identify data while querying using a remote function E v
. query time
Low Operational Overhead
= Cloud Storage de- Create de-identified copies of Cloud Storage data. E v
identification
E’ Chat-log redaction for Redact sensitive data from unstructured chat logs E v
Dialogflow and Contact
Center Al [2
c Chronicle integration (4 Publish sensitive data intelligence into Chronicle E v
Build privacy-aware applications Service Purpose
Use APIs to discover, inspect, and protect sensitive %
data in your own workloads ¢‘. Cloud DLP API Inspect and de-identify data in custom workloads. E v

Google Cloud



Sensitive Data Protection

OVERVIEW DISCOVERY

Sensitive Data Protection

RISK ANALYSIS CONFIGURATION

Sensitive Data Protection provides resources to help you discover, govern,
protect, and report on sensitive data across your ecosystem.

Learn about your data

Find, classify, and understand the risks to your
sensitive data in Google Cloud and beyond.

Protect your data

Prevent and remediate attacks on your sensitive

data

Build privacy-aware applications

Use APIs to discover, inspect, and protect sensitive

_ data in your own workloads.

*

D)}

<1

Service

Discovery

Deep inspection

Risk analysis

Service

Content de-identification

Data de-identification at
query time

Cloud Storage de:
identification

Chat-log redaction for
Dialogflow and Contact
Center Al (2

Chronicle integration (2

Service

Cloud DLP API

SUBSCRIPTIONS

Purpose

Get continuous visibility into all your sensitive data

5]

Inspect your data in storage systems exhaustively and (]

investigate individual findings

Assess data for privacy and re-identification risk.

Purpose

Transform and derisk sensitive data findings.

5]

5]

De-identify data while querying using a remote function E

Create de-identified copies of Cloud Storage data

Redact sensitive data from unstructured chat logs

Publish sensitive data intelligence into Chronicle

Purpose

Inspect and de-identify data in custom workloads

S

B

5]

S

1

1

Discover your sensitive data

Sensitive Data Discovery, a service that
continuously profiles your sensitive data so that
you can understand and protect it.

Risk Analysis

Assess data for privacy and re-identification risk.

Risk analyses can help you see how the size, shape,
and distribution of data can increase re-identification
risk.

Protect data by de-identifying it

De-identification is the process of removing identifying
information from data. Sensitive Data Protection can
de-identify sensitive data in text content, including text
stored in container structures such as tables.

Google Cloud



& Create scan configuration

Running Discovery scans for sensitive data

© Select a discovery type
@® BigQuery

Create data profiles of BigQuery tables.
O Cloud SQL

Create data profiles of Cloud SQL tables.
(O secrets/credentials vulnerabilities

Scan resource metadata for secrets and credentials, and report any findings as
vulnerabilities to Security Command Center. Learn more [

CONTINUE Data profile
Status @Done

Select scope .
(2] P Datarisk @ @@High

Specify whether to scan the entire organization, a specific folder, or a project. Each =

organization, folder, or project can only have one configuration. Sensitivity (2] High
© Manage Schedules (Optional) Predicted InfoTypes @

Create a new schedule to specify the frequency and conditions for profiling Other InfoTypes (7] v 3lInfoTypes

specific subsets of data. For example, you can create a schedule that excludes a GENDER ( sensitivity: Moderate)

specific dataset from profiling operations.

PERSON_NAME (sensitivity:
O Select inspection template Moderate)
UK_NATIONAL _HEALTH_SERVICE_NUMBER

’ Use mspecuon templales to ensure consqstency across scan conﬁgurauons
(sensitivity: High)

i Column Profiles for this Table 0
© Add actions Profile last generated @ Jun 27,2023, 8:10:42 PM
| Manage scan output
= Filter Enter property name or value
Set location to store ca
° @® FieldD @ Datarisk @ Sensitivity @ Predicted infoType @ Other infoTypes (Estimated prevalence) @ Data type @ Policy tags @
Set geographic location to store thi{
be used for all subsequent scan cot @ Links @High High = PERSON_NAME (3%) A TYPE_STRING No
UK_NATIONAL_HEALTH_SERVICE_NUMBER (1%)
© Review and create
@ Name [ Moderate Moderate - PERSON_NAME (5%) TYPE_STRING No
Review the above information befor
create the scan configuration. @ Feature [ Moderate Moderate - PERSON_NAME (2%) TYPE_STRING No
& Description [ Moderate Moderate = PERSON_NAME (10%) GENDER (1%) TYPE_STRING No
° Price Low Low > TYPE_STRING No
@ SsKu Low Low - TYPE_STRING No
@ Component Low Low = TYPE_STRING No

/




Scan documents

Cloud
Storage ™
pli-scanner Findings Bytes scanned
projects/sandbox-hari/dlpJobs/i-pii-scanner 14882 52 23 MB
Job results © Done

Q = Filter table m
Name Display name Description J Total % Total
e

PERSON_NAME Person name A full person name, which can include first names, middle names o... v 5013 33.68%

LOCATION Street addresse... A physical address or location. Note: Not recommended for use du... v 4896 32.9%
Q DATE Date or time A date. This includes most date formats, as well as the names of c... v 1495 10.05%
TIME Human readabil... A timestamp of a specific time of day. Note: Not recommended for ... v 1158 7.78%

< AUSTRALIA_TAX_FILE_NUMBER Australia tax fil... An Australian tax file number (TFN) is a number issued by the Austr.. Vv 639 4.29%

Q US_HEALTHCARE_NPI USA healthcare... The US National Provider Identifier (NPI) is a unique 10-digit identifi... v 558 3.75%

PHONE _NUMBER Phone number A telephone number. 484 3.25%

ETHNIC_GROUP Ethnic Group A person’s ethnic group. 343 2.3%

AGE Age of an indivi... An age measured in months or years. 215 1.44%

DATE_OF __BIRTH Date of birth A date of birth. Note: Not recommended for use during latency sen... v 66 0.44%

£Y Google Cloud



Data Loss Prevention

Identifying, redacting and cataloging sensitive PII

Google Cloud Proprietary & Confidential 26



Data Loss Prevention (DLP) API

Cloud DLP provides access
to a powerful sensitive data
inspection, classification,
and de-identification
platform.

Raw data

)

——  2) orapi

Analytics

<

Secure sharing

—

Redacted data

i—‘

0

App development

Job Title Comments
| 0| JobTitle [ Phone | Comments |

359740

981587

394091

986941

490456

Senior
Engineer

VP,
Engineer

Lawyer

Senior Ops
Manager

Junior Ops
Manager

307-964-0673

713-910-6787

692-398-4146

294-967-5508

791-954-3281

Please email them at
jane@imadethisup.com

none

Updated phone to:

692-398-4146

none

Tried to verify account

with their SSN
222-44-5555

Google Cloud



De-ID: Masking and Tokenization

Input > “This is my phone number: (858)867-5309”

Partial Masking

Output > “This is my phone number: (858)-’

Hashing or Tokenizing

Output > “This is my phone number:

Google Cloud



De-ID Healthcare data

Google Cloud Healthcare De-ID Demo

Type text to:| Redact 7| to inspect results. Clear Load example note... 4 AutoSubmit:  Active 4 |
yp P | J L AcCtive v

PATIENT: Barrande. Jameis PATIENT: Barrande. Jameis PRTIENT: ([LAST NAME #SJ). ([FIRST |
NAME B1))
MRN: 834245882 HRN:
[LAST NAME #4): w
DATE OF OPERATION: 12/83/2816 DATE OF OPERATION:
DRTE OF OPERATION: ([DATE]
SURGEON: John Palasides, MD. SURGEON: John Palasides. HD.

SURGED HEHIEZIIEJ (CLAST |
N £3). ESTATE 81

Reshuffle surrogates
G

Google Cloud



De Identification for images

Julia Jones Desc:
MRN: S4214563-1 ACC #:
Age: Study Date: 08-Sep-2005
Sex: F IM Time:
Zoom Factor: 0.60
Lossy 14:1
171
IM #:
SE #:
WL : W:256 L:128 Inst:

The first image shows an x-ray image with sample Pll and PHI data appearing in both metadata and burned-in text.




De Identification for images

Desc:

r_.

MRN: null
Age:
Sex:

m

IM #:

SE #:

WAL : W:256 L:128

The second image shows the same x-ray image with all sample PIl and PHI metadata removed or obscured.

ACC #:

Study Date:

IM Time:
Zoom Factor: 0.60

Lossy 34:1

Inst:




1 Data Fusion - De Identification - ETL Pipelines

Matching

Fields to Transform *

Apply One-way Hash ¥ on Everything ¥ within  provider_id X v

Cloud Data Fusion is a Apply Masking ¥ on Evexthing ¥ within  street_address v v
fully managed, code-free
data integration service that
helps efficiently build and
manage ETL/ELT data

pipelines.
° ‘G::‘Svﬂle _o Redact
@ BigQuery o
0173
{'/:: erngler
Source Pll Data Redaction
———————————————————————————————————————————— >
Transformation Target

Google Cloud



d .
_y Data Fusion - Source to Target

state zip_code total_episodes_r distinct_users_n total_hha_charg:
NY 11234 3148 2310 14112445
CA 91706 620 297 1786721
58419 INSIGHT HEALT 500 S KRAEMEI BREA CA 92821 19 15 127300 . .. .
108167 D & N HOME HE 1140 W 50 ST S HIALEAH FL 33012 208 63 1399981 HaShlng or TOkenIZIng MaSklng
109023 PSN HEALTH C. 17670 NW 78 A\ MIAMI GARDEN FL 33015 59 18 460554
109029 RAINBOW HOM 15165 NW 77 A\ MIAMI LAKES  FL 33014 127 54 554558
109181 MARTINS FLOR 6501 NW 36ST, VIRGINIA GARE FL 33166 297 77 1586487
109383 LIFETIME HOMI 8785 SW 165TH MIAMI FL 33193 218 134 1002418
109437 SUPREME HON 8910 MIRAMAR MIRAMAR FL 33025 100
109589 ADVANCE HOM 9835 SW 72ND MIAMI FL 33173 165 [ [EJGENEDL. ~ X BEGeNEDL. ~ X BEIMEDICARE ~ X
109694 POTENTIAL HO 9560 SW 107 A\ MIAMI FL 33176 76 )
178089 MERCY HOME | 2102 EAST 21S WICHITA KS 67214 70  E medicare
248048 BARNABAS HE: 223 WASHINGT BRAINERD ~ MN 56401 47
368049 OMNICARE HOI 24800 CHAGRIF BEACHWOOD _OH 44122 19 SCHEMA DETAILS PREVIEW

Row provider_id agency_name street_address city

1 iFTGFGYMA4NrkSFKatwpCddis9rUXeyLtRIDhZK/9njE: CUIDADO CASERO EL GIGANTE ADJUNTAS
2 aZ2srYIPPI3Bcp2Ip9NHqrQ21Zflk/6oMY5dj01/fZU= DD HOME CARE SAN FRANCISCO DE ASIS, INC AGUADILLA
3 ZUwJS/VgYVioQ 7Z5VmPY62P! 0DHOcQ= ST LUKES HCP AGUADILLA
4 f021vitE1ui/b80DTor8uvrAORs 5B82HgSrYPho9FCk= ARECIBO MEDICAL HCP INC ARECIBO

5 Fj3p1ixSbGG35cd6l+1zZRzjJaWt/ryKQoLsmITMXQc= ST LUKES HCP ARECIBO

6 d+fxOuidjvVZbHqUz6ayjtxtU3VO4ABoySCH4cn4rHe= ST LUKES HCP LARES

7 7hmcaxKjHyEI29FMegMQBYfKmS5HYdZF2BHj8rplruBo= CORPORACION DE LAS VEGAS, INC MANATI

8 aZhdmA/iS7bIRm075ggykYRGfHGFRedwGWHBTVVBUVE= LUZ DE ESPERANZA HOME CARE INC ALT DE LUCH
9 2y00N0aSJELBTSW 0/8hbvsCb8= ST LUKES HCP XAXXXXAXXXXXXXX MAYAGUEZ
10 mUKIeYIBPFfCgLX13iIKINSNGjFIre1T8KEuXQZwrvQ= FIRST HOME CARE CENTER INC. XXXXXXXXAXKXKXKKXKXKXXKXX MAYAGUEZ
1 3HZF1kAWRz/L5YTf5X7xkLRv/d7d1QzZWM5hMP7tptfc= CUIDADO CASERO MAYAGUEZ INC MAYAGUEZ
12 q4NJEWdzJjSY2FpClI1Bg3j5kWJDJOI2LISWOHpvv k= VISITING HEALTH SERVICES PROGRAM HOSPITAL DAMAS XIXXHKOXKXXXXXXXKXX PONCE

13 Jv/YYe4uNIOBAUNCVGDXpgAcc1QfonLyDIST248FFUM= ATENCION MEDICA EN EL HOGAR INC XXOOOOKKXXXXXXXXKKXXXX CAGUAS

Google Cloud



Auto Tag sensitive data -

Auto-syncs ‘technical metadata’
from GCP data assets in near real-time

Auto-tags PIl data through DLP
integration

Supports non-GCP data assets through
open-source connectors

Dataplex - Data Catalog

T

BigQuery 7 @05 DLP
\Data Catalog /
oo l' "\
Pub/Sub O,
® /

Cloud I
Storage I

Other Data Assets

1]

Hive, Oracle, SQL Server,
Teradata, Redshift, MySQL,
PostgreSQL, Looker, Tableau

Google Cloud



BigQuery - Using Metadata tags to restrict access

(R
AR
st
Data Catalog
PhoneNum Location $Amount
Incidentld IncidentType ReporterPhone Position Manifest
234698 Mooring 510-45-6789 40.44N, 73.59W $10,000
089145 Coclnspection 405-94-7201 37.46N, 122.25W $25,000,000
Pl ‘ Financials e

Responder

Q:

BigQuery

Auditor



Analytics Hub

Data Clean Rooms

Privacy-centric data sharing and analysis

Google Cloud

U

Data
Governance 4

[ ]
Simple Data ®
Sharing Collaboration
Tools

Proprietary & Confidential 36



The Evolution of Data Sharing

Push

e

Data is pushed to another
application or temp location
on a periodic or event based
cadence, without the other

application requesting it.

Pull
—»

Data is pulled from another
application’s on a periodic or
event-based cadence.

- Traditional Model >

Data is copied, adding network and storage costs

Asynchronous feeds: Incremental data is complex

Set-up and governance is shared and can be fragile

No visibility of data usage once shared

Pointer

*—

A secure, read-only, real
time view of data in one
application from another,
without moving the data
between systems.

<—— Next Gen Model ——

Data remains in place, reducing costs
Updates are available in realtime

User friendly Publish/Subscribe model
Usage Metrics automatically available



C:

Analytics Hub

Simple, secure,
zero-copy data
and analytics
assets sharing

via BigQuery

Analytics Hub

Ecosystem
250+ data providers | 2,900+
listings |
es book ‘4" ELECTRICITY MAPS A i 1 g "
g FACTSET @ ipinfo.io
dunQbradstreet qrit hetsliars
y o @4 INJECTIVE
CRU)( A C)I IOM Suppliers Logistics 'SOURCE
&« ~)RS
Corelogic , - — IR e < Metrics
B i W h 3 #E n Iq
4 CME Group § ¢ @ @rearc -
@ ZenSomerce clowe” S /o /1 AtlasAl GEOTAB
@ _ L %< §) —
TrcmsUnion\) @ \@/ ) TrueEiement



Data Sharing Architecture

( . . N ( . .
ISV / Data Provider Environment Data Subscriber Environment
4 . ) 4 ] ~N - ' ~
BigQuery < Analytics Hub BigQuery
g
—— (Public Exchange ) 4 )
Ve ~N << Publish )——» Ellg?lllfgs C, Q N i
L J Users
(= |
CE— - N
C— Private Exchange ?
— << Publish » — « Search ( ) Query ——((1) Join)
— = Private « Subscrib ' l
Ve ubscribe
Listings & =
—H( publish — 1 —
\§ J \ J - J
Source Shared Dataset Linked Other
Datasets Datasets Listings Datasets Datasets
J \ J N
N\ J N J
Shared Datasets are collections of Exchanges are collections of Shared Data Subscribers can Data Subscribers get an opaque,
tables and views defined by the Dataset Listings. Exchange visibility search across Exchanges read-only Linked Dataset inside
Data Provider and are the unit of can be Private, Public, Internal, or ar\d.Subscnbe to Dataset their project that they can query
cross- project / cross-org sharing. Restricted. Permissions are set by the Listings that they are and combine with their own
. authorized to.
Exchange Admin. datasets.

( Providers pay for storage ) ( No cost for Exchanges & Listings ) ( Subscribers pay for queries )




End User (Researcher) Searches and requests access to subscribe to the data.

Analytics Hub

Find and use public, private, and intemally shared data sources

Acme Trends Data

US and International Trends Data

Q search for lstings Y

by Acme

Relevance

Listings <+ ADD DATASET TO PROJECT REQUEST ACCESS
(] Publc @ Results

Filters  clear

[] private @
[] withinmyorg @

Categories (1)

Q Search X

[] Advertising &
Marketing

[ climate &
Environment

[ Economics
[ Education

+more

Location

Q search X

[ Us (multiple
regions in United
States)

[] EU (muttiple

A

Open Market Operations
The Peoples Bank of China

Open market operations conducted
by the People's B

Financial ) (Commerce

2iQ
Global Insider Transaction
Data

2iQ Research

Gain access to an accurate and
complete global ins.

Financial ) (Commerce

USASpending Full Database

UsAspendinggov

UsAspending.gov includes data on
all spending by t

(Financial) (Commerce

FACTSET

Shipping

FactSet Research Systems Inc
Better understand the increasingly
complex global supply chains of
400,000 companies with access t

(Commerce

P e

Authorized Digital Sellers
Phantom Labs

Access records from ads.txt, app-

ads.txt, and sell

‘Advertising & Ma__ ) (Commerce

FACTSET

Supply Chain Relationships
FactSet Research Systems Inc
FactSet Revere Supply Chain

Relationships data is

Commerce

2iQ
Global Insider Model Scores
2iQ Research

2iQ leverages over a decade of
experience working

(Financial) (Commerce |

A‘

Google Trends
Google Trends

Daily top 25 and top 25 rising
Search terms across the globe,
including the United States

(Aavertising & Ma._ | (Commerce

1-100f10

Trends Dataset Access Request

Thank you for your interest in Acme Trends Data via Google Analytics Hub.

Please complete the short form below. A representative will follow up within 1working day.

*Indicates required question

Company Name *

BigCorpic.

Your Name *

Jane Smith

Business Email *

jane.smith@bigcorp.com

Google Cloud



Building on BigQuery

Decoupled storage and compute for maximum flexibility

Streaming SQLAPI
ingest
Replicated, durable . High-available
disr.':ributed storage FEE B BRI S clusgter compute
9 P REST API
[o ] [ | (o | [o ]
[o ] (o ] (o ] [o ] Q ﬁ ﬁ m 1:7} Storage API
. [¢ ] [ | (o | [o ]
[e ] [ ] [ | [o ]
[o ] [0 ] (o | [o ] ﬁ ﬁ ﬁ ﬁ Web Ul, CLI
i {s} {af {u} {u}
[¢ ] [ ] [0 | [o ]
[o ] (o ] (o | (o ]
E bulk Distributed memory shuffle tier Libraries (7
ree bu languages)

loading

BigQuery sees more than 6000+ organizations sharing over 275+ PB’s of data per week.

Google Cloud
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A data clean room is a secure collaboration
environment which allows two or more
participants to leverage data assets for

specific, mutually agreed upon uses, while

guaranteeing the enforcement of strict data
access limitations, e.g., not revealing or
exposing the personal data of their
customers to other parties.

VP. Measurement, Addressability & Data Center at IAB


https://www.iab.com/blog/how-retailers-are-using-data-clean-rooms/

BigQuery - Data clean rooms
Combine, analyze, and securely share sensitive data in a privacy-centric way.

O
« Create alow-trust environment =
f  — BigQuery data clean room
or you and your partners to Your data
collaborate without copying or
moving the underlying data.
g ying (S
. . LR | @ = —
+ Perform privacy-enhancing = e
transformations in BigQuery Data from Aggregated data for
. contributor A analytics & reporting
SQL interfaces.
+ Monitor usage to detect privacy __ Combine & join without copying
threats on Shared data. 04— or moving the underlying data

Data from
contributor B

Google Cloud



Data Clean Room - Walkthrough

e o0 o0 [9)

Google Cloud

Analytics hub

daui-storage

- ] [ Search for resources, docs, products, and more

’O\Search] BH A @ e

CREATE EXCHANGE

© CREATE CLEAN ROOM ®

Analytics Hub provides an easy way to publish, discover and subscribe to share BigQuery datasets
between users in your organization or other organizations. Once you create an exchange, you can invite
others to publish or subscribe to data in the exchange.
Learn more about analytics hub

= Filter table
Display name
AH exchange
Listing2

Sales

Marketing

Data commons

Cloud public datasets

Project
project-id-872683746472829292783
project-storage

daui-storage

tukan-pan-waw

daui storage

daui storage

Region
us
us
EU
us
us

us

Primary contact
shobhitgu@google.com
bwelcker@google.com
nikhilga@google.com
ipraveen@google.com
varunchandra@google.com

shobhitgu@google.com

Listings
10

5

20

100

18

Q SEARCH LISTINGS

Type

Exchange

Data clean room
Data clean room
Exchange
Exchange

Exchange



Create data clean room

Create data clean room

© Clean room configuration

Data clean room is a specialised solution for privacy centric data sharing. Tell users how it
is different from normal data exchanges. Learn more

Lorem ipsum

Project *

" daui-project BROWSE ]
Region *

[ US (multiple region in United States) v e ]
Display name*

[Advertlsmg data clean room 2] ]
Primary contact*

" shobhitgu@google.com o ]
Upload icon

[ shobhitgu@google.com BROWSE }

|

This will be visible to the subscribers while finding this data clean room

CREATE CLEAN ROOM CANCEL

© Clean room permissions



Set clean room permissions

Create data clean room

Data clean room is a specialised solution for privacy centric data sharing. Tell users how it
is different from normal data exchanges. Learn more

@ Clean room configuration

© Clean room permissions (optional)

Clean room owners *
{mm i com, mur com (2] ]
Creator of clean room is owner by default.
Data contributors
shobhitgu@google.com o l
Please add yourself as well if you want to have publisher privileges.
0 w

[ varunchandra@google.com

Please add yourself as well if you want to have subscriber privileges

SET PERMISSIONS SKIP



Clean room created

= Google Cloud [

@) Analytics hub

® daui-storage

- } [ Search for resources, docs, products, and more

‘O\SearchJ H a2 @

CREATE EXCHANGE

© CREATE CLEAN ROOM ®

. Analytics Hub provides an easy way to publish, discover and subscribe to share BigQuery datasets
between users in your organization or other organizations. Once you create an exchange, you can invite
others to publish or subscribe to data in the exchange.
Learn more about analytics hub

= Filter table

Display name

o AH exchange
® Listing2
Sales
Marketing
Dat:

Cloud public datasets

N

Project
project-id-872683746472829292783
project-storage

daui-storage

tukan-pan-waw

daui storage

daui storage

Region
us
us
EU
us
us

us

Primary contact Listings
shobhitgu@google.com 10
bwelcker@google.com 5
nikhilga@google.com 20
ipraveen@google.com 100

varunchandra@google.com 18

shobhitgu@google.com 27

New data clean room created

Q SEARCH LISTINGS

Type

Exchange

Data clean room
Data clean room
Exchange
Exchange

Exchange



First time view - Add your data

Google Cloud

daui-storage v Search for resources, docs, products, and more

& Advertising - Data clean room ADD DATA

LISTINGS SUBSCRIPTIONS USAGE STATISTICS DETAILS

This is data clean room where publishers can collaborate and add listings. Clean rooms has fine grained access controls which means that very specific roles can have
publishing and subscription access. All the added data/listings need to have analysis rules associated with them. Learn more

@  Only data contributors have permission to publish listings into clean room. You are not listed as data contributor. LEARN MORE
= Filter table
O Displayname 4  Sourceproject  Shared dataset  Publisher  Subscribers  Analysis rules
.
=
( ] — .
o3

There are no listings in this data clean room. Share link of the
clean room with data contributors to add data. Only
publishers can publish listings.

COPY DATA CLEAN ROOM LINK

‘O\SearchJ B a4 ® : e

< Add data

Choose an existing BigQuery dataset and configure
it for use within this clean room

@ Cconfigure Data
Select dataset to add into the clean room

© Review

Review before adding dataset

NEXT AR

‘ Display name *

‘ [ Dataset *
‘ Primary contact *

‘ Description

Data Egress Controls

Disable copy and export of shared data

Disable copy and export of query results




Published listings in a clean room

@ & Advertising - Data clean room

<I

Google Cloud

LISTINGS

[ ® daui-storage

v J [ Search for resources, docs, products, and more

‘QSearch] H a ®

SUBSCRIPTIONS

USAGE STATISTICS

ADD DATA

DETAILS

This is data clean room where publishers can collaborate and add listings. Clean rooms has fine grained access controls which means that very specific roles can have

publishing and subscription access. All the added data/listings need to have analysis rules associated with them. Learn more

(K<

Only data it have to publish,
Filter table
Display name Source project

Covid dataset

project-id-8726832783

Shared dataset

romanomike_source

dit listings into clean room. You are not listed as publisher.

Publisher

shobhitgu@google.com

NY bike trips project-storage public_dataset bwelcker@google.com
Africa d; t _dataset com

Sustainability data

Data commons

World demographics data

g
tukan-pan-waw
daui storage

daui storage

romanomike_source
romanomike_source

romanomike_source

ipraveen@google.com
varunchandra@google.com

shobhitgu@google.com

LEARN MORE

Subscribers



Blue prints

Reference

Architectures

Financial Services a

o () =
Digital Bank HPC Irauim"\.u

Reference Architectures

Google Cloud

Proprietary & Confidential
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Secure Notebook and
Perimeter controls

Blueprint

Google Cloud

rietary & Confidentia 51



Protecting confidential data in Vertex Al Workbench
user-managed notebooks

e e e e e mm e e e e e mm e e e e e e = =y

) Google Cloud Platform

11 Config scripts

=00 Cloud Storage
The architecture also creates security
controls that help you to do the following:
On-premises
e  Mitigate the risk of data exfiltration — iy

I
I
I
I
I
I
1
1 KMS project
I
I
I
I
I
I
1

1

1

1

1

1

|

)

1

1

1

1

1

1

to a device that is used by data ;
L . ,
scientists in your enterprise. = §§ Notebook @ s :
e  Protect your notebooks instances gy APtom — :
Endpoint | |

1

)

1

|

1

1

1

1

1

1

1

1

1

|

from external network traffic. verification "7 1 Analytics project Data project
e Limit access to the VM that hosts
the notebook instances.

KMS project

I

I

1

I

I Data key
1 9 Cloud HSM
I

I

I

I

I

I

Service perimeter (higher trust boundary)

GitHubrepository @ | ot e e e mmmmmmmmmmmemmmmm—m————o

Google Cloud


https://github.com/GoogleCloudPlatform/notebooks-blueprint-security

Secure Data Warehouse

Blueprint

Google Cloud

rietary & Confidentia 53



Secure Data Warehouse

If your Project includes confidential data,
you must take measures to preserve the
security, confidentiality, integrity, and
availability of the business data while it is
stored, while it is in transit, or while it is
being analyzed.

The blueprint helps

Configure controls that help secure access to
confidential data.

Configure controls that help secure the data
pipeline.

Configure an appropriate separation of duties for
different personas.

Set up templates to find and de-identify
confidential data.

Set up appropriate security controls and logging to
help protect confidential data.

Use data classification and policy tags to restrict
access to specific columns in the data warehouse.



Secure Data Warehouse Blueprint

1
2

ETL pipeline

Encryption
engine

i —

Storage

Deploy pipeline|

Google Cloud

Interconnect project

Dedicated
Interconnect

Data ingestion project

Data ingestion perimeter

Data project

Data perimeter

| Cloud Storage () Cloud ]

Functions

g o}

Q BigQuery

Looker Studio

sid
i

&

]

Stream

°' Pub/sub

; Vertex Al

user-managed
notebooks

Data governance project

Data governance perimeter
Cloud Data
Loss Prevention

Cloud Key
Management Service
T

Data Catalog

Write findi : -
* Findings,

Pll scanning and profiler

# N Security =0
N/ Command Center | = Cloud Storage

)
t: Cloud Logging

Q BigQuery

[

b Looker Studio

¢

LEARN
€ Tutorial ® X
Deploy a secured data

warehouse to store
confidential data

Learn how to use Terraform to deploy a
demo of a secured BigQuery data
warehouse  that can store confidential
data. This tutorial describes how to do the
following:

1. Set up your environment (projects,
service accounts, groups, and so on).

2. Deploy the Terraform code required to
create a BigQuery data warehouse.

3. View the security controls in the
deployed environment.

4. Clean up to avoid billing charges.

Before you start

1. Verify that your user identity has the
iam.serviceAccountUser and
iam.serviceAccountTokenCreator

roles for your organization's
development folder, as described in
Organization structure . If you do not
have a folder that vou use for demos

START




Google Cloud

Data ingestion perimeter

Data ingestion project

Batch data

: : Cloud Storage

Streaming data

i
A Pub/Sub i
Data governance penmeter (LA LU L G L L L L L L O
Data governance project
¥
R Data Loss 74 Data
| HSM -
@ Cloud HSM (€& p Prevention %% Catalog

De-identification

Data Ingestion Project G

Non-confidential data project

:: Dataflow

‘ Non-confidential Data Project e

Confidential data project

Data Governance Project e

Re-identification

; Dataflow

Google Cloud



RAD Lab

Deploying Secure Data Warehouse Solution

Google Cloud Proprietary & Confidential 57



©JRAD Lab

feee
@JRAD Lab
m 2 @ & 9 Researchers, analysts, and
2 o 2 other prf)fessmnals selecta
customized cloud
& & &b

environment for their work
and deploy with a few
clicks

Cloud admins configure
RAD Lab Ul for their
organization to enable
self-service cloud
deploys

N a=




®JRAD Labul

S
RAD Lab Setup Publish Deployments

‘ Select modules to publish

> | R [}
fjj Billing Budget




RAD Lab Ul - self service model for researchers

k RAD Lab Setup Publish

Deploy a module

Genomics Cromwell

Alpha Fold

App Mod Elastic

Deployments Deploy

Genomics Nextflow

Silicon

Genomics Dsub

Personas

RADLab Admin

—_—
)

RADLab Users

Architecture: RADLab (V1 - Data Science)

Customer ) Google Cloud Platform

Terraform

N Project Config

ome | %),..f!‘ff?i‘..,._
o : Executable
. Terraform

= RADLab Module

—]_’ Confi

Web Hosting

Billing Budget

o @ Sample DataSet | o Sample Data
Vertex Al BigQuery Ci d Storage

¥

e User Scripts
Cloud Storage

Click to
deploy



Admin - Monitor and Delete deployments

‘ RAD Lab Setup Publish Deployments Deploy

J RAD Lab Setup Publish Deployments Deploy.

@

L All RAD LAB Deployments

Module Deployment ID Project ID Email v CreatedAt Status
Overview
Data Science 29d3 radlab-data-science-e9d3 dominik@hariprasadr.altostrat.cor 2023 Module Name 0ogl d Link

Data Science radlab-data-science-e9d3

Alpha Fold 7ad9 radlab-alpha-fold-7ad9 dominik@hariprasadr.altostrat.com 04/07/2023

User Email Created At Updated At

Data Science 8d1 balgrist-8d18 do \ariprasadr.altostrat.com 07/2023 dominik@hariprasadr.altostrat.com 17/11/2023 17/11/2023

Data Science 205d radlab-data-balgrist-e05d dominik@hariprasadr.altostrat.com

Builds
Data Science do ile ata-science- C admin@hariprasadr.altostrat.com

Data Science 97 dominik-researchabc-8897 dominik@hariprasadr.altostrat.com 5/06/2023 Build 1D Action Created At Email

eddie0e5-bede-4b16-b98e-283b58f9010e CREATE 17/11/2023 dominik@hariprasadr.altostrat.com
Data Science ) radlab-data-science-1a20 dominik@hariprasadr.altostrat.com

a705ff3f-b399-4ada-9d97-69ae714741c9 DELETE 171112023 dominik@hariprasadr.ltostrat.com
Data Science e radlab-data-science-e524 dmin@hariprasadr.altostrat.com

Data Science 9bZ radlab-data-science-d9b3 admin@hariprasadr.altostrat.com

Data Science 3 radlab-data-science-cff3 admin@hariprasadr.altostrat.com 7/03/20!




©JRAD Lab

Quick deploy using RAD Lab
as a self serve module

g OPEN IN GOOGLE CLOUD SHELL

https:/github.com/GoogleCloudPlatform/rad-lab

Secure data warehouse

Google Cloud

Data ingestion perimeter

: Data ingestion project

i Non-confidential data project

Batch data
- : Cloud Storage
De-identification
—
:: Dataflow
Streaming data
_ 4h

Data governance perimeter oo
Data governance project
¥ J
2 Data Loss 7 Data
@ Cloud HSM &> 9 Prevention %" Catalog

_— Q BigQuery

Confidential data perimeter

—vuyie wivu -


https://ssh.cloud.google.com/cloudshell/editor?cloudshell_git_repo=https://github.com/GoogleCloudPlatform/rad-lab&cloudshell_git_branch=main
https://github.com/GoogleCloudPlatform/rad-lab

a
Thank you.

Google Cloud



