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Agenda

Automation in HEAnet

*  Why Automate

 Levels of Automation

e Teams Required

* Choices available

e Tools we use

e Timelines

*  Starting an Automation Project

Service Provisioning Project

Q &A



Why Automate ?

e Improvement on efficiency

e Reduction of human error

e Improvement of network availability

e Reduction of time wasted on repetitive tasks
e Reduction of operating expenses



Different levels of automation

1. Simple Standalone scripts
* One off tasks. Simple input/output

2. API-based automation scripting:
e Replacing manual command-line instructions.

3. High-level programming languages to invoke APIs:
e Python, Java, etc.

4. Machine learning and Big Data:
e Allowing autonomous decision-making and configuration



HEAnet & Automation

How Do you Survive a Framework Generation & Signing
Tender That Received
Almost 1100 Bids?

Manual Effort Manual Effort
1 hour per contract

474 hours

rk Signing

Automate dEffort ¥ Automate d Effort

3 mins per contract

Framework Generation
Framewo

24 hours

Garvan McFeeley
° M acros Brokerage Services Manager

x24

* Advanced Excel/MS Tools

* https://www.heanet.ie/wp-content/uploads/2022/02/Thursday-A-3.30-Garvan-McFeeley.pdf

Schools Network

e Stand Alone Scripts -
IDa
* In-house Middleware # /> | .
Dynamics / Power Automate / Adobe Sign
e Commercial Off Shelf Offerings

Services Provisioning
* Fully developed advanced interdependent systems z '


https://www.heanet.ie/wp-content/uploads/2022/02/Thursday-A-3.30-Garvan-McFeeley.pdf
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Resource Status View
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protocols {
|2circuit {
neighbor {{ |12circuit.p2p_endpoint }} {
interface {{ [2circuit.ce_ifl }} {
virtual-circuit-id {{ [2circuit.vc_id }};
mtu 9192;

pseudowire-status-tlv;

L2VPN




Anatomy of a Service




Pros & Cons Build your own model

* Pros * Cons
* Manage Lifecycle * Takes longer
* Manage Cost * Learning curve
* Multivendor * More Responsibility

e Extensible



HEAnet Technical Teams - Automation

—

Develop Tools Define Result

Community — i )
Y Services Architecture Networks

Collaboration

Support Tools



Single Source of Truth

* One information repository

* Model all data R

* Open Inputs/Outputs Ml__ISQL®
* Audited Changes

G IP FABRIC

Y
S - i tobot C netbox o




Netbox — Single Source of Truth

57 netbon = Hierarchy of Data

~ Devices

E— o  Devices

nnnnnnnn

sssssssssss

e Platforms

mmmmmmm

sssssss

= o * Configuration
e * L2VPNs

o Added bonus!
o . * |P Address Management

« 0 = B 9 % 7 F
2 s $ s £ § 2
g

o _ * Data Centre Inventory



Suite of Network Automation Tools

* Ansible Playbooks
e Command Line Interface
* No Inventory
e Steps involved are not clear

* Napalm
* Gitlab



What’s Missing ?

Single Source Of Truth

Workflow Engine

Input

Suite of Automation Tools :
Ansible
Gitlab

Napalm

27

WORKFLOW

form(s) P> SteP1 P Step2 p» Step3 R Step4 p Step5 P Step6

Process

e Each Stepwrites the state to the database and is used as input for the next step
o Each (atomic) Step can be retried, making the workflow robust




Workflow
Orchestrator

m »3\1 ESnet




Node Settings

Node Type *

Juniper ACX2200-AC

Node Role *

Edge Router

Site *

‘ Select Placeholder

ATU Castlebar

12vpn

Ports *

Select Placeholder

port 1G edge2-servprov-testlab ge-0/0/0 12vpn-to-edgel

port 1G edgel1-servprov-testlab ge-0/0f0 12vpn-to-edge2

port 1G edgel1-servprov-testlab ge-0/0/0 (UN) edge1 1G port - p2p services testing with callbacks

port 1G edge2-servprov-testiab ge-0/0/0 (UN) edge2 1G port - p2p services testing with callbacks




Start = Workflows 3350c97f-a690-4bd3-89ef-c3692aff3034

create_node =l Workflow

node Juniper 0 I t t
Status Current step Customer Started by Started on Last update Related subscriptions
COMPLETED Done Default::Orchestrator-Core C... SYSTEM 2/29/2024,5:31:04 PM 2/29/2024, 5:39:49 PM node edgel-mic-courtbrackl ...
L] L] L] L] L] L] -

Reserve or assign loopback addresses
success - 2/29/2024, 5:31:11 PM

Workflow steps  Expand all
©  cCreate DNS records
° Updatg node in Netbox failed - 2,’29;‘2024, 5:31:118 PM

© start success - 2/29/2024, 5:31:13 PM

success - 2/29/2024, 5:31:06 PM

“'class": "Exception",
“error”: "Failed to get Zone ID for 49.44.87.in-addr.arpa.: zone not found"

RN

© Create DNS records ¥

@ construct Subscription model failed - 2/29/2024, 5:31:18 PM

success - 2/29/2024, 5:31:06 PM

Create DNS records Duration

©  create Process success - 2/29/2024, 5:39:48 PM 00:08:30

success - 2/29/!
©@ cCreate node in Netbox

success - 2/29/2024, 5:31:10 PM

Provision node in NRM Duration

© validate IP add success - 2/29/2024, 5:39:48 PM 00:00:00

success - 2/29/:

1 {
| 2 “payload": {
| 3 “‘name": "edgel-mic-courtbr Set subscription to 'active’ Duration -
¢° Create node in 4 "n?le": 11, success - 2/29/2024, 5:39:48 PM 00:00:00
success - 2/29/: 5 “site": 128,
[ “status": "active",
7 “tepant": "2,
8 “"asset_tag": 30247, Unlock subscription Duration
9 “device_type': 14, W cuccess- 2/29/2024, 5:39:48 PM 00:00:00
10 “primary_ip4": null,
11 “primary_ip6": null
12 ) ¥
13 "subscription": { ao Cache Subscription and related subscriptions Duration
14 "node": { skipped - 2/29/2024, 5:39:48 PM 00:00:00
15 "ims_id": 79
16 }
17 }

© Dpone Duration
complete - 2/29/2024, 5:39:49 PM 00:00:00

-
=]




@create_workflow("Create node", initial_input_form=initial_input_form_generator)

create_

return

node() -> SteplList:

{ @step("Create node in Netbox")

begin create_node_in_ims(subscription: NodeProvisioning) -> State:
construct_node_model payload = build_payload({subscription.node, subscription)
store_process_subscriptic print(f"Payload: {payload}"}

subscription.node.ims_id = netbox.create(payload)

return {"subscription": subscription, "payload": payload.dict()}

=
=
=
=
=
=
=

==

validate_ip_addresses
create_node_in_ims
reserve_loopback_addresse
update_node_in_ims
create dns records

provi @step{"Create DNS records")
create_dns_records(subscription: NodeProvisioning) =-> State:

Zone_name = ‘nn.hea.net.’
device = netbox.get_device(name=subscription.node.node_name)

ipvd address (ipaddress.ip_network(device.primary_ip4.address)).network_address
1pve_address (ipaddress.ip_network(device.primary_ipb.address)).network_address

six_connect.create_dns_record set({zone_name,
strisubscription.node.node_name)+"."+zone_name,
stri{ipaddress.IPvdNetwork(device.primary_ip4.address).network_address),
str{ipaddress.IPvENetwork(device.primary_ip6.address).network_address))

return {"subscription": subscription}




Workflow
Orchestrator HEAnet Service Provision Tool []:]

+ New subscription Start

Welcome

Start

Operator:

Clean Simple GUI Interface

Maintainers:

Multiple Connected Systems
CLI Interface
Python Coding




Workflow Orchestrator (WFO) Netbox

WFO

. Netbox
engine

Monitoring / Alerting

pySHIBA

Network Kit Graphing




Processes involving multiple teams
Processes with a big time gap
Creating virtual resources
Creating user accounts
Deleting user accounts

Validating user accounts




Developer Tools

 Microsoft Visual Studio Code
e Gitlab

* Docker
* Pending move to Kubernetes (K8S)



Visual Studio Code

Editor area

File Edit Selection View Go Run Terminal Help AuthorController.cs - EFCore5InMvcApp - Visual Studio Code

@ EXPLORER ttings.json AuthorController.cs X

> OPEN EDITORS
~ EFCORESINMVCAPP

> bin\ Debug\ net5.0

Activity bar ~ Controllers

AuthorController.cs [Http t]
[validateAntiF
Task<IActionResult> Edit( id, [Bind("AuthorlId,Firs

HomeController.cs
DAL

el if (id I= author.AuthorId)
BookStorelnitializer.cs {

Models return NotFound();

obj
> Properties
if (ModelState.IsValid)

wwwroot
try

o U S u a I I D E fe a t u re S appsettings.Developmentjson ( ’

appsettings.json _context.Update(author);
& EFCore5InMvcApp.csproj _context.SaveChangesAsync();

Views

° G ot L3 t t = & EFCore5InMvcApp.csproj.user
I I n eg ra I O n Program.cs OUTP DEBUG CONSOLE ~ TERMINAL 1: powershell
Startup.cs

Windows PowerShell

Y Re m Ote DOC ke r d eve I O p m e nt Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\Muhammad Wagas\Source\repos\EFCore5InMvcApp\EFCore5InMvcApp> I
> OUTLINE
®oA0 Ln109,Col 1 Spaces:4 UTF-8withBOM CRLF C# & [

Status bar



Gitlab

Repository Storage

directory

git
add

commit

staging

local
repo

git

push
Ei

remote
repo

Version Control
Collaborative Development
Cl/CD

Issues & Kanban boards

Dz n

Q Search or go to...

Project

Workflow Orchestrator

# Pinned v

Project

Reguirements
> Code

& Build

& Monitor

Issues Ll

@ Workt estrator | Issus Boards

~ Open

error checking in gitlab api interactions

L2VPN Port-to-Port fixes after Tech Talk

0F =

Dynamics -» Netbox
o “£8

Remove netbox and nautbot DB from
postgres, revert to stock postgres image

o

Update Ansible to at least v2.9

o
Investigate CoreDB Logic
o

Document the current stack and how it's
put together in a wiki page entry

o

Agree Authentication process for WFO

Netbox persistent storage

Sync Netbiox with kit

o

Base config workflow

o

Hntea an 1P adedress mananement

kflow Orchestrato

Merge request analytics

Mean time to merge

Tasye

Throughput

The number of merge requests merged by month

+ Phase 2 Start Sprint ow A+ @

Modify Node

y
create node generate config

o L
madify ip transit

o

terminate ip transit
o
IPT with VRRP

y €F
L2VPN Services Port Selector Form Fix

] (2]
Create IPT workflow
o €a
madify port-to-vlan
o
madify vian-to-vian

¥

madify port-to-port

v Phase 1 wrap-up

eng design doc

Misc tidy-up for prod

o

Metbox integration

D e

bulk ereate node

o #e &

Commission production

&% Add node subscription for all production
routers

Authentication - shib praxy

o

]
4

Closed Des

Monitaring

terminate port-to-port

terminate vian-ta-vian

terminate port-to-vian

Terminate Core/Port WF

L2ZVPN with VLAN translation

L2ZVPN Port-to-VLAN

automated tests

Add callbacks to termination workflows.

ereate vian-to-port workflow

Services in Netbox
o Fl

Get WFO to tag subscriptons to TENANTS in-
stead of using DEFAULT CUSTOMER

‘ €

Create various Netbox privileges for our
users

ammits

Pipelines

22

Feb Mar

Line changes

+10123 -2716

+75-9

Assignees

ol




What could you do?

* Bash scripting
* AWS Lambda
e Gitlab Cl jobs



Timelines

N

Phase 1
SURF Completion
Bootstrap
/ Full Focus over
Initial Team Christmas Network
Forms \ Freeze
BAU
Interruptions
Jun 23 Sep 23 Jan 24 Apr 24
\ )\ J | )
| | |
Learning & Research Practical Implementation Refining

Development work



How do you start an Automation project

* |dentify Needs / Define process
e Measure usefulness of Automation

* Build team

* Break down tasks / 2 Week Sprints
* Reach out to community

* Re-Use what you can

* [terate and Refine
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